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        general
    

    
        

	
        source:
	
	php-dompdf-svg-lib
		
		(main)
		
	
    
	
        version:
        0.5.2-2
    
	
        maintainer:
	
	
	Debian PHP PEAR Maintainers
	
	
	    
		
		    (archive)
		
	    
	    
		
		(DMD)
		
	    
	
    
	
        uploaders:
	
	    
	    
	    William Desportes
	    
	    
	    
	    
		
		[DMD]
		
	    
		
		[DM]
		
	    
	    
	    
	
    
	
        arch:
        all 
    
	
        std-ver:
        4.6.2
    
	
        VCS:
	
	
	    
	    Git
	    
	
	
	(Browse, QA)
	
	
    




    




            
            
            
                
    
        


    versions
    
    
    
        [more versions can be listed by madison]
    
    
    
        [old versions available from snapshot.debian.org]
    
    
    
    
    
	
	[pool directory]
	
    

    





    

    
        
	
	
	    stable:
	
	
	0.5.0-3
	
    
	
	
	    testing:
	
	
	0.5.1-1
	
    
	
	
	    unstable:
	
	
	0.5.2-2
	
    



    




            
            
            
                
    
        versioned links
    

    
        
	
        0.5.0-3:
	
	    
	    [.dsc, use dget on this link to retrieve source package]
	    
	
	    
	    [changelog]
	    
	
	    
	    [copyright]
	    
	
	    
	    [rules]
	    
	
	    
	    [control]
	    
	
    
	
        0.5.1-1:
	
	    
	    [.dsc, use dget on this link to retrieve source package]
	    
	
	    
	    [changelog]
	    
	
	    
	    [copyright]
	    
	
	    
	    [rules]
	    
	
	    
	    [control]
	    
	
    
	
        0.5.2-2:
	
	    
	    [.dsc, use dget on this link to retrieve source package]
	    
	
	    
	    [changelog]
	    
	
	    
	    [copyright]
	    
	
	    
	    [rules]
	    
	
	    
	    [control]
	    
	
    



    




            
            
            
                
    
        binaries
    

    
        
	
        
        php-dompdf-svg-lib
        

        
    



    




            
            
        

        
            
            
                
    
        action needed
    

    
        

    
    
        
            
                
                
                1 security issue in trixie
                
                high
                
            
            
                
There is 1 open security issue in trixie.



1 important issue:
	CVE-2024-25117:
            
            php-svg-lib is a scalable vector graphics (SVG) file parsing/rendering library. Prior to version 0.5.2, php-svg-lib fails to validate that font-family doesn't contain a PHAR url, which might leads to RCE on PHP < 8.0, and doesn't validate if external references are allowed. This might leads to bypass of restrictions or RCE on projects that are using it, if they do not strictly revalidate the fontName that is passed by php-svg-lib. The `Style::fromAttributes(`), or the `Style::parseCssStyle()` should check the content of the `font-family` and prevents it to use a PHAR url, to avoid passing an invalid and dangerous `fontName` value to other libraries. The same check as done in the `Style::fromStyleSheets` might be reused. Libraries using this library as a dependency might be vulnerable to some bypass of restrictions, or even remote code execution, if they do not double check the value of the `fontName` that is passed by php-svg-lib. Version 0.5.2 contains a fix for this issue.
        













            

            
                Created: 2024-02-22
                
                    Last update: 2024-03-07
                    23:45
                
            

        
    

    
    
        
            
                
                
                3 security issues in bookworm
                
                high
                
            
            
                
There are 3 open security issues in bookworm.



2 important issues:
	CVE-2023-50251:
            
            php-svg-lib is an SVG file parsing / rendering library. Prior to version 0.5.1, when parsing the attributes passed to a `use` tag inside an svg document, an attacker can cause the system to go to an infinite recursion. Depending on the system configuration and attack pattern this could exhaust the memory available to the executing process and/or to the server itself. An attacker sending multiple request to a system to render the above payload can potentially cause resource exhaustion to the point that the system is unable to handle incoming request. Version 0.5.1 contains a patch for this issue.
        
	CVE-2023-50252:
            
            php-svg-lib is an SVG file parsing / rendering library. Prior to version 0.5.1, when handling `<use>` tag that references an `<image>` tag, it merges the attributes from the `<use>` tag to the `<image>` tag. The problem pops up especially when the `href` attribute from the `<use>` tag has not been sanitized. This can lead to an unsafe file read that can cause PHAR Deserialization vulnerability in PHP prior to version 8. Version 0.5.1 contains a patch for this issue.
        









1 issue left for the package maintainer to handle:

	CVE-2024-25117:
            
                (needs triaging)
            
            php-svg-lib is a scalable vector graphics (SVG) file parsing/rendering library. Prior to version 0.5.2, php-svg-lib fails to validate that font-family doesn't contain a PHAR url, which might leads to RCE on PHP < 8.0, and doesn't validate if external references are allowed. This might leads to bypass of restrictions or RCE on projects that are using it, if they do not strictly revalidate the fontName that is passed by php-svg-lib. The `Style::fromAttributes(`), or the `Style::parseCssStyle()` should check the content of the `font-family` and prevents it to use a PHAR url, to avoid passing an invalid and dangerous `fontName` value to other libraries. The same check as done in the `Style::fromStyleSheets` might be reused. Libraries using this library as a dependency might be vulnerable to some bypass of restrictions, or even remote code execution, if they do not double check the value of the `fontName` that is passed by php-svg-lib. Version 0.5.2 contains a fix for this issue.
        





You can find information about how to handle this issue in the security team's documentation.









            

            
                Created: 2023-12-13
                
                    Last update: 2024-03-07
                    23:45
                
            

        
    

    



    




            
            
            
                
    
        testing migrations
    

    
        
	
    excuses:
    	Migration status for php-dompdf-svg-lib (0.5.1-1 to 0.5.2-2): Waiting for test results or another package, or too young (no action required now - check later)
	Issues preventing migration:
	∙ ∙ autopkgtest for php-dompdf/2.0.4+dfsg-1: amd64: Pass, arm64: Pass, armel: Test in progress, armhf: Test in progress, i386: Test in progress, ppc64el: Test in progress, s390x: Test in progress
	∙ ∙ autopkgtest for php-dompdf-svg-lib/0.5.2-2: amd64: Pass, arm64: Pass, armel: Test in progress, armhf: Test in progress, i386: Test in progress, ppc64el: Test in progress, s390x: Test in progress
	∙ ∙ Too young, only 0 of 5 days old
	Additional info:
	∙ ∙ Piuparts tested OK - https://piuparts.debian.org/sid/source/p/php-dompdf-svg-lib.html
	∙ ∙ Waiting for reproducibility test results on amd64 - info ♻ 
	∙ ∙ Waiting for reproducibility test results on arm64 - info ♻ 
	∙ ∙ Waiting for reproducibility test results on armhf - info ♻ 
	∙ ∙ Waiting for reproducibility test results on i386 - info ♻ 
	Not considered


    



    




            
            
            
                
    
        

    
	news
	
	    
	    [rss feed]
	    
	

    




    

    
        

    	
        [2024-03-07]
        
            Accepted php-dompdf-svg-lib 0.5.2-2 (source) into unstable
        
        (David Prévot)
        
        
        
    
	
        [2024-03-06]
        
            Accepted php-dompdf-svg-lib 0.5.2-1 (source) into unstable
        
        (William Desportes)
        
        
        
    
	
        [2023-12-21]
        
            php-dompdf-svg-lib 0.5.1-1 MIGRATED to testing
        
        (Debian testing watch)
        
        
        
    
	
        [2023-12-18]
        
            Accepted php-dompdf-svg-lib 0.5.1-1 (source) into unstable
        
        (William Desportes)
        
        
        
    
	
        [2023-02-09]
        
            php-dompdf-svg-lib 0.5.0-3 MIGRATED to testing
        
        (Debian testing watch)
        
        
        
    
	
        [2023-02-05]
        
            Accepted php-dompdf-svg-lib 0.5.0-3 (source) into unstable
        
        (William Desportes)
        
        
        
    
	
        [2023-02-03]
        
            Accepted php-dompdf-svg-lib 0.5.0-2 (source all) into unstable
        
        (Debian FTP Masters)
        
        
        (signed by: Utkarsh Gupta)
        
        
    
	
        [2023-02-03]
        
            Accepted php-dompdf-svg-lib 0.5.0-1 (source all) into unstable
        
        (Debian FTP Masters)
        
        
        (signed by: Utkarsh Gupta)
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